YTBEPXJEHA
npukaszoM o 15.06.2017 r. Ne 48/1

NHCTPYKIOUA
OTBETCTBEHHOI'O 332 OPraHM3alHI0 00pPa0oTKH MePCOHANbHbIX JaHHBIX

OBIIUE ITOJIOXEHUS

1.1. Jannass HHCTpyKUIHs OIpENE/sIeT OCHOBHBIE OOS3aHHOCTH M MpaBa
OTBETCTBEHHOTI'O 3a OpraHU3aI1I0 00pabOTKH IMepCOHAIBHBIX JaHHBIX PabOTHHKOB
MBVYK «LIBC» ropoga CMmoneHcKka (nanee —Y upekaeHHe).

1.2. OTBeTCTBEHHBIN 3a OpraHU3aIIO0 00pabOTKH MEPCOHAIBHBIX JaHHBIX
Ha3Ha4vaeTcs MPUKa3oM JUpPEKTopa YUpexIeHus.

1.3. PemmieHne BOIPOCOB OpPraHU3allMM 3allATHl IEPCOHAIBHBIX JaHHBIX
BXOJHUT B IIpsAMBIE CIIy)KE€OHBIE OOSI3aHHOCTH OTBETCTBEHHOI'O 32 OpPTaHU3aIlHIO
006paboTKH ITepCOHAIBHEBIX JaHHBIX.

1.4. OTBETCTBEHHBIH 3a OpraHu3aldi0 OOpPaOOTKH MEPCOHAIBHBIX JAaHHBIX
obianaeT mpaBaMu TOCTYIIA K JIFOOBIM HOCHTEISAM TTEPCOHAIBHBIX TaHHBIX.

II. TEPMUWHBI 1 OITPEJAEJIEHM S

2.1. ApromaTusnpoBanHoe paGouee mecrto (APM) — mnepcoHanbHBIM
KOMIIBIOTED M MOJAKIIOYEHHBIE K HEMy INepudepHilHble YCTPOMCTBa — HPUHTED,
MHOT0(QyHKIIHOHAJILHEIE yCTPOHCTBa, CKAaHEPHI H T.J.

2.2. bJIOKHpOBaHHEe NEePCOHAJIBHBIX JAHHLIX - BpeMEHHOE MpeKpallcHHue
06paboTKH ITepCOHAIBHBIX JaHHBIX (32 HCKIIIOUYEHHEM CIIydaeB, eclii 06paboTka
HeoOXoauMa JJIs YTOYHEHUS IEPCOHAIBHBIX JaHHBIX).

2.3. Hoctyn Kk nHGopManuu — BO3MOXXHOCTb ITOJIy4YeHUS NHHOPMALIUA U €€
HCTIONIb30BaHUSL

2.4. 3amuTa HHPOPMAUN — AESATENHHOCTE IO NMPEeJOTBPAILIEHUIO YTSUKH
MHPOpPMAallMH, HECAaHKI[MOHHPOBAHHBIX U HeIpeAHAMEPEHHBIX BO3IEHCTBUI Ha
“HpOpMalMIO, TO €CTh  TMpPOIeCC, HaNpaBIEHHBIH Ha  JOCTHIXXEHHE
HHPOpPMAalOHHOH 0e30IMacHOCTH.

2.5. Madopmanus - cBeneHus (COOOIEHHSA, XAHHBIE) HE3aBHCHMO OT
(GhOpMBI X IpeICTaBIEHHUSL.

2.6. IndopmannonHass cucreMa nepcoHajabHbIX AaHHbIX (MCIIOH) -
COBOKYIIHOCTh COJZE€p)Kalluxcsi B 0Oa3aX JaHHBIX MEPCOHANBHBIX HJaHHBIX U
obecniequBaOmMNX WX 00paGoOTKy HH(DOPMAIIHOHHEIX TEXHOJIOTHHI M TEXHHYECKHX
CPEeHCTB. '

2.7. Hecankunonuposanuelii gocryn (HCH) — goctynm k mHpopManuu,
XpaHslIeHdcss Ha pasIUYHBIX THUNAaxX Hocutener (OyMaKHBIX, MAarHUTHBIX,
ONTHYECKUX U T. [.) B KOMIBIOTEPHBIX 0a3ax MaHHBIX, (aiIOBBIX XpaHHIUIIAX,
apXHMBaX, CEKPETHBIX YacTAX M T. J. Pa3IMYHBIX OpraHH3alui ITyTEM H3MEHEHHs
(moBsItIIeHUSI, habCcUUKAIINN) CBOUX IIPaB JOCTYyIIA.

2.8. Hocureanr ungopmanum - moboi MarepualbHBIH 0OBEKT WIH cpena,
HCTIIOJIb3yEeMBbIN U1 XpaHeHUs WM Nepefadl HHQOopMaIliH.



2.9. O6paboTka mepcoHANBLHBIX JAHHBIX - JIIOOOe neiicTBue (omeparrus)
UM COBOKYHHOCTh JeicTBHil (omepaluii), coBepIIaeMbIX C HCIOJIb30BaHHUEM
CpeNCTB aBTOMaTH3alluu uiau 06e3 HUCMONB30BaHUS TaKUX CPENCTB C
IIEPCOHAIIBHBIMUA ~ JaHHBIMU, BKIIO4Yas cOop, 3amuch, CHCTEMaTH3aIlUIo,
HaKOIUIEHHE, XpaHeHUue, yTouHeHue (OOHOBIEHUE, HU3MEHEHHE), H3BJICUCHUE,
HUCIIONB30BaHNe, Mepenady (pacmpocTpaHCHHE, MpPeNoCTaBICHHE, [OCTYMN),
obe3nuuuBaHue, 6JIOKUpOBaHHUe, YAalIeHUe, YHHUTOKEeHHUE MePCOHATBHBIX JaHHBIX.

2.10. IlepcoHanbHuble aaHHbIe - Jr00as uHOOpMalys, OTHOCIINANCS K
MPSIMO WJIM KOCBEHHO OIpPeIeSICHHOMY WU OIpelesieMOMy (GU3NYECKOMY JIHILY
(cyOBeKTy nmepCOHANBHBIX JTAHHBIX).

2.11. CpeacrBo 3amutbl HHPopmamuu (C3HM) — TexHHUECKOe,
MIPOrpaMMHOE CpPeICTBO, BEIIECTBO M (WIHM) MaTepuall, IpedHa3HAUSHHBLIE HIH
HCIIONIb3yEeMBbIe IJISI 3alUTHl MHOOPMAaLIUU.

2.12. ¥rpo3sl 6e3onacHOCTH mNepcoHANbHbIX AaHHbIX (YBILJH) -
COBOKYITHOCTD yCIOBUHA 5 (dhaxTopoB, CO3JIa0IINX OIIaCHOCTh
HECAaHKIIHOHHPOBAHHOTO, B TOM YHCJe CIY4aifHOTO, JOCTYIla K IE€PCOHAILHBIM |
JIaHHBIM, pPe3yJIbTaTOM KOTOPOIro MOXET CTaThb YHUUYTOXXEHHEe, H3MEHEHHE,
O610KMpOBaHMUE, KOMMUPOBAHUE, IPENOCTABICHUE, PAaCIIPOCTPAHCHUE ITIEPCOHATBHBIX
IaHHBIX, a TaKXXe HHBIC HENpaBOMEpPHBIE MOEHCTBUA NOpuU HUX 00paboTke B
MHGOPMaILIMOHHOM CUCTEeMe NMEPCOHANBHBIX JaHHBIX.

2.13. YHHYTOXKEeHHE MEePCOHAJbHbIX AAHHBIX - NEHCTBUA, B pEe3yJbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTH COIEpPIKaHHWE ITePCOHAJIBHBIX
NaHHBIX B HWH(GOPMAIIMOHHOW CHCTEME IepCOHANBHBIX MJaHHBIX U (WIM) B
pe3yJibTaTe KOTOPBIX YHHUYTOXKAIOTCSA MaTepHalIbHbIE HOCHUTEIU IIepPCOHAJIbHBIX

JaHHBIX.
1. JOJ’KHOCTHBIE OBSA13AHHOCTHU

OTBeTCTBEHHBIH 3a OpraHu3alio 00paboTKU NepPCOHATBHBIX JaHHBIX 00s3aH:

3.1. 3HaTh nIepedeHb U YCIOBUS 00paboTKU MepCOHANbHBIX NaHHBIX.

3.2. 34aTh M MPENOCTAaBJIATHL HA YyTBEPXAEHHE IMPEKTOpa YUpexieHHs
U3MEHEHUsI K CIIUCKY JIUII, JOCTYI KOTOPBIX K MEPCOHAIIBHBIM JAHHBIM HEOOXOIUM
JUTSL BBIIIOJTHEHUSI MU CBOUX CITY>KEOHBIX (TPYAOBBIX) O0si3aHHOCTEH.

- 3.3. Y4acTBOBaTh B OIpENEIEHUH IOJHOMOYMM Tmonb3oBateneir MCIIIn
(ohopMiieHUH Pa3PEINUTENLHOM CHCTEMBI HOCTYIIA), MUHMMAILHO HEOOXOIUMBIX
UM JUTS BBIIIOJTHEHUS CITyKeOHBIX (TPYIOBBIX) OOsI3aHHOCTEH. .

3.4. OcymecTBasATh y4&T HOKYMEHTOB, COAEpXKalllMX MEPCOHAIBHBIE
JlaHHBIE, UX YHUYTOXEHHE, TUO0 KOHTPOJb NPOLEAyPhl UX YHUUTOXEHHA.

3.5. brokupoBaTh IocTynm K TNIEPCOHANBHEIM JIAHHBIM TIPH 06Hapy>1<eHHp:
HapyIIeHUH MopsaKa uX o6paboTKy.

3.6. PearupoBath Ha IOMBITKA HECaHKIHOHMPOBaHHOTO nocryna K
nHGOPMALVHK B YCTAHOBICHHOM CT.4 HacToslleil THCTPYKIMH TOPSIIIKE.

3.7. KOHTpOIHUpOBaTh OCYILECTBICHHUE MepOHpI/ISITI/II/I no yCTaHOBKe u
HACTPOMKe CPEACTB 3aIUTHI MH(POpMALIUH.

v




3.8.TTo yKa3aHHIO pYKOBOACTBA CBOEBPEMEHHO M TOYHO OTpPaXkaTh
H3MEHCHUsSI B JIOKAJIBHBEIX HOPMAaTHBHO-IIPABOBBIX aKTaxX IO YIPaBICHHIO
CpeACTBaMH 3alIUTHI HH(bopMauHH B I/ICHI[H H [OpaBwiaM  o0pabOTKH
NEPCOHATBHEIX JAHHBIX. ' ,

3.9. IlpoBonuTh 3aHATHS U MHCTPYKT2XH C PabOTHHKaMHU YUpPEKIEHUS O
opsiike paboTel C IEpPCOHANBHBIMH HAHHBIMH M H3YyYEHHE PYKOBOIMIIHMX

JIOKYMEHTOB B 00JiacTu obecIieueHus: 0€30IaCHOCTH MEPCOHATBHEIX JaHHBIX.

3.10. IIpoBoauTh pa3bHUpaTesbCTBA M COCTABIICHUE 3aK/IFOYEHHN 10 (hakTaM
HecoOJIIO/IeHHsl  yCTTOBME  XpaHEHHs HOCHTeNeill IepCOHANBHBIX JaHHBIX,
HapylIeHHs IIpaBUl pPabOTBl € JOKYMEHTAMH, COJEp>KalluMH ITePCOHAIBHBIE
JlaHHbIe, WIH 110 JPYTMM HapyLIeHHSIM, KOTOPbIE MOTYT HMPHUBECTH K CHMIKEHHIO
YPOBHsI 3aIIAIIEHHOCTY IEPCOHAJILHBIX JJAHHBIX.

- 3.11. KonTponupoBars cobmoaeHne COTPYJHHUKaMU JIOKaJIbHBIX
NOKyMEHTOB, PErIaMEHTHPYIOIIMX IIOPSATOK PpaboTEl C  HPOrpaMMHEIMH,
TeXHHYeCKUMH cpepcrBamu MICTI/IH 1 1epcoHaNbHEIMH JAHHEIMH.

3.12. BHOCUTb CBOM MpPEAJIOXKEHHS IO COBEPLISHCTBOBAHHIO MEP 3aLIUTEHI
nepcoHanbHeIX JHaHHbIX B MCII/lH, paspaboTke W IpPUHSTHH MeEpP IO
IIPEIOTBPALLICHHIO BO3MOYKHBIX OIIACHBIX IMOCISACTBHI HapyILICHHUH, ITIPUBOMSAIINX
K CHHDKEHHIO YPOBHS 3alIHIIIEHHOCTH NEPCOHAIBHBIX TaHHEBIX.

3.13. Opranu3oBarh y4eT OOpalleHHH CyOBEeKTOB HEPCOHAIBHBIX NaHHBIX,
KOHTPOJIUpOBaTh 3amojHeHWe <«OKypnana yuyera oOpameHHii CyOBEKTOB
IIEpCOHANBHBIX TAaHHBIXY.

3.14. IlpencraBiaTh MHTEpeChl YUpEXKACHHUsS IPU TpOBepKax HaA30pPHBIX
OpraHoB B c(epe 00paboTKH NMepCOHATBHBIX TaHHEIX.

3.15. 3uare 3aKOHOAATENBECTBO PP 0 mepCOHANBHBIX MaHHLIX, CIEIUTH 34
€ro U3MEHEHUSIMH. »

3.16. BEIONHATE WHBIE  MEPONPUATHS, TpebyeMble HOPMAaTHBHEIMHU
JOKYMEHTAaMH I10 3allUTe IIepCOHAJbHBIX TaHHBIX,

IV. AEMCTBUS ITPU OBHAPYKEHHH IOIBITOK
HECAHKIIMOHUPOBAHHOT' O JOCTVYIIA

4.1. K nomneITkaM HeCaHKIHOHHPOBAHHOTO JTOCTYIIa OTHOCSTCS:

4.1.1. Ceancsl paboTsI ¢ ePCOHATEHEIMI JAHHBIMA HE3aperuCTpUPOBaHHBIX
MOJIB30BaTENCH, WTH II0JIb30BaTENEH, HApyIIMBIIMX  YCTaHOBJIEHHYIO
IIEPHOOUYIHOCTD OOCTYIIA, HJIM CPOK HNEHCTBUS MOTHOMOYUU KOTOPBIX HUCTEK, WIH
IIPEBEILIAIOIIAX CBOM ITOJIHOMOYHS 10 JOCTYIY K JaHHBIM; ‘ ~

4.1.2. JleicTBUS TPETHErO JIMLA, NBITAIOMIEr0Cs MOIYYHUTH HOCTYI (MIIA yKe
nonyunBirero gpocryn) k HMCILJH, npu wHCIONb30BaHUM YYETHOU 3aIMCH
anMUHHCTpaTopa uim Apyroro nons3osarens UCII/IH, MmeTtogoMm noxbopa mapois,
HUCITIOJIL30BAHMs I1apoJjisd, pasrjIall€éHHOIO BJAaJenblleM YYETHOW 3arucu WU
JTO0BIM JIPYTUM METOIOM. :

4.2. Tlpu BBISIBJICHUU (dakra HECAHKIHOHUPOBAHHOIO JocTyIa
OTBETCTBEHHBIH 32 OpraHU3aIUI0 00PabOTKY MTePCOHANBHBIX JAHHBIX 00I3aH:

4.2.1. IlpexpaTuTh HECAaHKIMOHMPOBAHHBIA JOCTYIl K II€pPCOHAJIBHBIM



JIaHHBIM;

4.2.2. ,Z[onoxcm*b JAPCKTOPY YUpEKACHHS CIY)KEOHOH 3amMckoil o (paKTe
HECaHKIIMOHHPOBaHHOT'O JOCTyma, €ro pe3ynabTaTe (ycriemHelid, HeycnemHmH) 51
NpeAIIPUHATBIX JeUCTBUSX;

4.2.3. I3BeCTUTh PyKOBOJUTENS CTPYKTYPHOIO MOIpa3fieleHNs, B KOTOPOM
paboTaeT MoOJB30BaTENH, OT HWMEHH Yy4eTHOM 3ammcu  KOTOporo 6blia
OCyILlIeCTBJIeHa  IIOMNBITKA HecaHKuHOHHpOBaHHoro moctyna, o  ¢akte
HECAHKI[MOHUPOBAHHOI'O JIOCTYIIa; ; :

4.2.4. I3BeCTUTH a,uMHanrpaTopa 6esomaciocty  UCII[Ma o dakre
HECAHKI[MOHHPOBAHHOI'O IOCTyIa.

V. IIPABA

OTBeICTBeHHLIﬁ 3a opraHmaumo 06paboTKH TTepCOHAJIBHBIX NAaHHBIX HMEET
IIpaBo:

5.1. TpeboBaTs OT pabGOTHUKOB BBINOJHEHMUS JIOKAJIBHBIX HOPMATHBHO-
TIPAaBOBBIX aKTOB B YaCTH pabOTHI C TIEPCOHATBHBIMU JTAHHBIMHU.

5.2. biokupoBaTh  JOCTyNl K  [EPCOHANBHBIM  OAaHHBIM  JIOOBIX
I10JIB30BATENEH, €CIIH 3TO HEOOXOAUMO IS npe,uoeramerm HapyILIeHUS peXuMa
3aIIUTHI IEPCOHANIBHBIX JaHHBIX.

5.3. TIpoBOJUTH ClTy*eOHBIe pacciIeOBaHHs M ONpAIINBATh IIOJIB30BATENEH
o ¢akxTaM HecoOIIONeHHS YCIIOBHH XpaHEHHsA HOCUTEJIEH NepCOHAIBHBIX aHHbIX,
HapylIeHUs OpaBUl pabOTBEI C TEXHUYECKMMH U MOPOTPAaMMHBEIMH CPEICTBAMH
HUCII/H, B TOM YHUCJIe CO CPeACTBAMM 3aIUTHl MH(POPMAIMM, UIU IO Apyrum
HapYIIEHUSIM, KOTOpbIE MOTYT MPHUBECTH K CHW)KEHHIO ypPOBHS 3aI].II/III];eHHOCTI/I
IIEpCOHAJIBHBIX TaHHBIX. ,

VI. OTBETCTBEHHOCTI)

6.1. OTBeTCTBEHHBI 3a OpraHU3alio 00pabOTKU NHEPCOHAIBHBIX JaHHBIX
HecE€T NMepCOHANBHYIO OTBETCTBEHHOCTh 3a COOMIOZCHNE TpeboBaHMII HAcTOSILEH
MHCTPYKIIMH, 32 KAYeCTBO MPOBOIUMBIX UM paboT 1Mo obecrnedeHnto 6e30MacHOCTH
NepPCOHAIBFHBIX JaHHBIX U 3a BCe NEeHUCTBUS, COBEpIICHHEIE OT UMEHH €ro YUETHOM
sarmcu B MICIIJ/IH, ecau ¢ ero CTOPOHBI He OBUIO NPEANPHUHITO HEOOXOIMMBIX
NENCTBUM I TIPENOTBPAILEHUS HECAHKIMOHWPOBAHHOTO HCIIOJIB30BAHUS €rO
yquHon 3arHCH. ; ~

6.2. OTBGTCTBGHHI:II/I 3a OpraHu3aluio oOpaGOTKH IePCOHAIBHBIX TAaHHBIX
OpU HapyINIEHHH HOPM, PEryJMpYIOIIMX THOJyueHHe, OOpabOTKy U 3alHuTy
IIEPCOHAIBHBIX JAHHBIX CyOBeKTa, HECET AUCHMIUIMHAPHYIO, aJIMUHUCTPATUBHYIO,
TPaX/IAHCKO-TIPABOBYIO M YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBUH  C
3aKoHOAaTenIbCcTBOM: Poccuiickoit Denepanuy. .

C vHCTpYKIMEH 03HaKOMIIEH:

OTBETCTBEHHBIN 32 OpraHu3aluio, 06paboTKH ’

IIEPCOHAJIBHBIX JaHHBIX 3 bep b '“”_/'{’« 7¢y ¢ 20177
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